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                      Enterprise Task Force
                                          SECURITY SOP
As of 14 October 2008
1. References.  
 AR 10-5, Department of the Army Organizations & Functions, dated 30 November 1992.
 AR 190-13, The Army Physical Security Program, dated 20 June 1985.
 AR 190-31, Department of the Army Crime Prevention Program, dated 31 March 1996.
 AR 380-4, Department of the Army Physical Security Program in the National Capital Region, dated 15 April 1982.
 AR 380-5, Department of the Army Information Security Program, dated 29 September 2000
2. Purpose.  This SOP prescribes minimum security standards to protect government property in the Enterprise Task Force (ETF).  Provide appropriate guidance to all military, civilian and contracting personnel assigned to ETF with respect to protection of personnel and government property against potential criminal acts perpetrated within the office area.
3. Area Security.  This SOP concerns the internal physical security of the office space of the ETF.  Requirements set forth in this SOP implement DOD and DA guidance on physical security.  All personnel assigned to ETF are responsible for implementing the Physical Security Plan within ETF.
4. Security Officer.  The Security Officer for the ETF is Mrs. Rachel McLeod (Primary) and Mr Ed Bready (Alternate).  Security issues and or questions should be addressed to the primary or alternate.  In the event of security violations, notify the Security Officer immediately.

5.  Responsibilities.

     a. NCOIC, ETF will.  

          (1)  Maintain overall security of occupied areas and assigned government property.

(2)  Serve as the primary Physical Security Officer.
(3)  Ensure compliance of the provisions of this SOP within ETF.
(4)  Brief ETF personnel annually on the provisions of this SOP.  A record of this briefing will be maintained on the statement attached at enclosure 1.
(5)  Ensure physical security needs of the office are met.  Any deficiencies, material weaknesses will be identified and corrected in concert with the OCSA SSO.


(6)  Caution all personnel to be alert to suspicious acts within ETF office areas, to include reporting of questionable, unfamiliar objects to the OCSA SSO and the Defense Protective Service.

(7)  Display throughout the ETF office area the Emergency Egress Path, and that personnel are familiar with the pentagon occupants Emergency Plan.

(8)  Report all systems security violations to the OCSA SSO.
     b. All assigned ETF personnel will.  

(1)  Become familiar with the Pentagon Occupants Emergency Plan, and the ODAS Emergency Egress plan, and rally points.

(2)  Escort any personnel not assigned to ETF while in the ETF area.

(3)  Conduct / complete a Monthly Physical/ Information Security Inspection Checklist.  Individual will sign and file the checklist in the Security SOP Binder.  See enclosure 2
     c. Duty Appointments.

(1)  A primary and alternate Key and Lock Custodian.  See enclosure 2

(2)  A primary and alternate Hand-Receipt Holder.  See enclosure 3
6.  Protection and Storage of Information.

     a. Security Containers (Safes). There will be no external markings as to the level of classified information authorized to be stored therein.  For identification and/or inventory purposes, safe will be marked externally with an assigned number not related to any known security markings.  This along with SF 702, Security Container Checksheet, and the “OPEN – CLOSED” sign, are the only items permitted on the exterior of the safe.  The top of the safe will not be used as a bookshelf or paper storage area.  Safes will NOT be left open during the duty day.  Safes will be closed / secured immediately after each use.  

(1)  The following forms will be completed for each Safe.  
- SF 700 (Security Container information) – A current record for all security containers will be kept on the SF 700.  Complete parts 1 and 2A.  Part 1 will be posted on the inside of the lock drawer of the safe.  Parts 2 and 2A will be marked with the highest classification of material stored in the safe.  Part 2A will be detached, inserted in the envelope and stored in the master safe.  The SF 700 is to be used as a record of all individuals who have access to the safe.
- SF 702 (Security Container Checksheet) – The SF 702 will be posted on the outside of each safe, and used to record the date and time each safe is opened and closed.   If a container is not opened on a normal duty day, record the dates followed by “NOT OPENED” and initial the “checked by” column.  The entry for the final locking of the day will also record the initials and time that the safe was checked.  When possible, a different person should double-check the safe and initial the “Checked by” column.  

-  SF 701 (Activity Security Checklist) – This form will be posted next to the door and record end-of-day security checks.
     b. Combinations.  Combinations to safes will be treated as information having a classification equal to the highest level of classification within the safe.  Combinations will be memorized by individuals having access and will not be stored in a purse, wallet, desk drawer, note pad or written in code and stored in an unapproved area.  Combinations shall be changed annually or when an individual knowing the combination PCS’s, ETS’s or retires; or when the combination has been compromised.
     c. Turn-in or Transfer of Safes.  Prior to the turn-in or transfer, no equipment or material will be left in the safe.  The ETF Primary/ Alternate Security Officer along with the ODA Security Officer shall conduct a joint inspection of the safe to ensure all papers/materials have been removed and the safe is completely empty.  A written signed statement by both ETF and ODAS Security officers certifying that this inspection has been accomplished and will be filed for 2 years.  The safe combination must be set to the factory combination of 50-25-50 by the Army locksmith.
     d. Annual review.  An annual review (inventory) of all classified materials/ papers will be conducted.  This review (inventory) is done to reduce the amount of classified holdings and/or downgrade/declassify the material.  This requirement will be conducted in September of each year.  A report of the number of documents destroyed/downgraded with their classification will be submitted to the ODAS Security Manager by 1 October.
     e. Refresher briefing.  Security education programs will include efforts to maintain and reinforce quality performance of security responsibilities. As a minimum, all DA employees, especially those who have access to, create, process, or handle classified/sensitive information, will be provided refresher training in their responsibilities at least once a year. The actual frequency and nature of continuing security education must be determined by the needs of, and outlined in, the command's information security program and the nature of the command personnel involvement in the program. As a minimum, all personnel will receive annual refresher training that reinforces the policies, principles, and procedures, covered in initial and specialized training. Refresher training will also address the threat and the techniques employed by foreign intelligence activities attempting to obtain classified information, and advise personnel of penalties for engaging in espionage activities. Refresher training should also address issues or concerns identified during unit self-inspections. Whenever security policies and procedures change, personnel, whose duties would be impacted by these changes, must be briefed as soon as possible. 

     f. Transmission of Classified Material on NIPR:  Classified material will NOT be transmitted via NIPR.  In the unlikely event such a transmission occurs the individual will immediately take the following steps:

(1) Send a recall message requesting that the email be deleted.

(2) Send an email stating “do not open this message, it contains classified material”.
(3) Call all recipients telling them not to open the email.
(4) Notify Army Planners

(5) Notify OCSA SSO.  OCSA SSO will contact IMCEN and they will have the appropriate hard drives sanitized.
7. SECRET information  

Material containing SECRET information will be provided continuous control and accountability. Commands will establish procedures, tailored to the individual situation, in accordance with the principles of risk management, for the control and accountability of the SECRET material they hold. These procedures will provide the means of facilitating oversight and management of SECRET access controls, assessment and management of holdings, and identification of material at risk, in cases of potential unauthorized disclosure. 

8.  Administrative Duties.

     a. Office Hours.  The ETF operates in one continous shift.  The office open o/a  07:00 in the morning and remain open for duty until o/a 20:00 in the evening.  Office personnel are responsible for various functions that must be performed during the duty day (see details below).  It is important that personnel understand that their assignment to a particular job function is temporary and as the situation dictates, personnel may be moved to a different job function with different responsibilities and hours may be changed.  Work hours may be rotated as long as the office hours are covered throughout the work day.  

          (1)  The morning personnel must be aware of any actions that require immediate attention.  The morning duties will include but not limited to:  unlocking security containers, securing classified waste, and security containers. 

          (2)  All ETF personnel must be cross trained to assume the duties of the ETF  office as well as having a working knowledge of how to operated the other duties from day to day operations.  The ETF team must work together to ensure all personnel are cross-trained.  
      b. Opening/Closing Procedures.

(1)  Opening.  
(a) Open the combination door first.  Turn the dial number until first number, then for the second number, then left until the third number, then right until you see OPEN and hear the loud click.

(b) Swipe your card for entry.  (black magnetic tape should be facing the 

door).
(c) Swipe card in the box that is beside the inside of the door, and input your PIC number.

(d) Push the pin in the back of the door.  Pushing the pin stops the 

combination lock from being turned through the day.

(e) Fill out the Standard Form 702 that is on the back of the door. 
(f) Put open magnetic sign on the outside of the door.

(g) Open safe # 1 and initial the SF 702 as appropriate.

         (2)  Lockup Procedures.  
(a) The ETF Office must be completely checked for classified information in all boxes, burn bags and on desktops. 

(b) Placed burn bags in the safe or a secured office.  Check all areas for classified material.  Fold the top of burn bag and staple the fold so that it will not be easily opened.  Check burn bag for correct markings.  The markings will indicate the SACO Office symbol, Office Name, and telephone extension.

(c) Lock the safe and fill out the SF702 as applicable.

(d) Classified distribution for directorates is placed in appropriate folder and secure distribution cabinet.

          (3)  Closing. 

(a) Fill out the Stand Form 702.

(b) Pull the door pin out 

(c) Swipe your card in the box that is beside the inside of the door, enter your PIC number.

(d) On the outside of the door, make sure the red light (alarm monitor light) is showing before you leave the office.
           (4)  Last Person Out.  Any individual working after normal close of business must be especially conscious of security requirements. They will:

(a) Anticipate the need for double check of security container(s) and, if possible, make prior arrangement for an individual to be available or:

(b) Locate another known individual working in the area.

(c) As a last resort, perform the double check and initial the SF 702 as appropriate.  In this regard, a second mechanical check of the container will be performed.

(d) The last individual leaving the office area will ensure that all entrance doors are locked.

(e) Perform the functions of the Security Officer and annotate the appropriated entries on SF 701.

      c. Burn Bag Procedures.


 (1)  All classified waste will be placed in burn bags.  Tear all unclassified waste in half before disposing.  This assures that you have reviewed the material prior to discarding it.

            (2)  Utilizing Burn Bags for CD ROMS, Diskettes, Memory Sticks, and etc.  To use Burn Bags for this purpose, items must be placed in their own bag (not mixed with paper documents).  You must specify the classification and the contents on the outside of the bag.

            (3)  Labeling the Burn Bag.  Legibly write (or obtain a burn bag sticker from the NCOIC) the highest classification of the contents in bold print with a black marker (Secret, Confidential, Unclassified, or Other), your office symbol, and your phone number on the side of the bag (near the bottom) where it can be easily seen.

            (4)  There is a ten-pound weight limit on the contents of the bag (be sure not to exceed it).  Fold the top of the bag down a few times and staple it across the top to seal the bag.
            (5)  Ensure that you fill out and take a DD Form 2843 “Classified Material Destruction Record” with you (A blank form can be obtained from the USAPA’s E-Forms Site).  Take two sheets with you (Original and a copy).  See enclosure 7   

           (6)  Burn Bag Drop Off Schedule.

                   a. The individual dropping off the documents must be cleared for security level of document that they are dropping off.  Please be advise that the individual dropping off the burn bags is responsible for all material being dropped off, and may not leave the Burn Bags, until the driver or authorized officials takes all of them and has signed the DD Form 2843.   The custodian will sign both sheets and will give you one copy.  Upon return to the office, give a copy to the ETF NCOIC.
                   b.  Burn bags and forms are taken to the Remote Delivery Facility.  They accept them daily from 08:00 am to 09:00 and from 11:00 am to 12:00 noon.  Remote Delivery Facility directions:  Follow corridor five to the elevator and go the first floor and go toward the outside of the building.  Follow the RDF site and when you get to the dock, follow the dock to the far right, the truck and the official who accepts the bags are located there.
            (7)  Burns bags may be obtained in the ETF Supply/Copier room or Mr Codell, Hickman at 703-614-3913.  

            (8)  Shedding machines are not authorized.  The Pentagon Incinerator was established for the DoD for the purpose of destroying classified, For Official Use Only (FOUO), Closed Hold, and Sensitive but Unclassified material in the National Capital Region and must remain the method of destruction.
9.  This physical security plan supersedes all previous ETF physical security plans.
10.  The point of contact for this SOP is the undersigned @ 703-693-1951.







       NAME






       COL, USA







       Chief of Staff, Enterprise Task Force
MEMORANDUM FOR RECORD





17 October 2008
SUBJECT:  Annual Brief of ETF Personnel on the Security SOP

1.  The following members of ETF were briefed on the Security SOP:
2.  This record shall be maintained for 3 years. 





      

NAME





      

COL, USA






      

ETF, Chief of Staff
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